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Abstract

The study's main goal is to investigate how the three factors, digital literacy, peer influence,
and security training, affect the cybersecurity behavior of the bank and finance industry's
personnel. The research applied a quantitative explanatory method with a sample of 150
employees from banks, financial institutions, and fintech companies. The sample was drawn
purposefully from the population. The multiple linear regression analysis results show that
the independent variables digital literacy, peer influence, and security training all have a
positive and significant impact on the dependent variable, which is cybersecurity behavior.
The research not only makes a theoretical contribution to the discussion about human
motivations in cybersecurity but also provides recommendations for the banking and finance
industry that include increasing the level of digital literacy activities, encouraging positive
social influences at workplaces, and maximizing the effectiveness of security training as a risk
management strategy.

Keywords: digital literacy, peer influence, security training effectiveness, cybersecurity
behavior.

INTRODUCTION

It is said that the banking and finance sector is the most endangered by cybercrime and
viewed as the most serious threat to the industry (Mahrani et al., 2024). The massive number
of digital transactions, the cutting-edge financial technology, and the extremely high
confidentiality of customer data are the major causes of this situation (Bakri et al., 2023). On
the other hand, mobile banking together with e-wallets and payment services linked to the
trend of digital services have made financial and banking institutions more vulnerable to
threats as the very services have become the most sought after by the hackers. Phishing,
malware, identity theft, and digital fraud are some of the attack methods that call for the
concerned companies to upgrade the security measures (Gai et al., 2024). At the same time,
research has revealed that the problem of low cybersecurity is not only a result of technology
failures but also of personnel that do not meet the required standards. Employee behavior in
relation to cybersecurity is a key factor in the overall security of the banking system, as even
a very minor action like clicking on a suspicious link, revealing passwords, or leaving devices
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unattended can create a security leak that is even bigger than what a hacker might need to
break in (Purwati et al., 2025). Therefore, it is very important to identify the factors that
influence employees’ attitudes towards cybersecurity, as this understanding can result in
compliance and, in the long run, the cyber-resilience of the highly regulated and risky
industry. Hence, one can assert that the cultivation of cybersecurity behavior becomes a
strategic imperative for the financial institutions to not only secure their operations but also
their public trust and reputation, rather than just a possible choice (Sani et al., 2025).

The personnel with high digital skills will be the most knowledgeable about cyber-
attacks and at the same time, they will be the cautious users of the digital resources in
existence, hence they will not be the ones committing the unauthorized activities. Similarly,
they would be the ones who would actually be worried about the security and would, thus,
be the ones to report any cases of identity theft or fake digital assets (Marnilin et al., 2016).
Moreover, such employees are the ones who will not even complain about the changes to the
company's security policies and will quickly adapt to the new guidelines. Digital literacy is
therefore the most important indicator for companies to ensure that every worker is skilled
enough to battle cyber threats (Marnilin et al.,, 2024). Henceforth, it would be crucial to
establish the relationship between digital literacy and security behavior in order to enhance
the human resource capacity against the rising digital security threats (Harahap & Apramilda,
2023). Furthermore, peer pressure might occur through informal talks, for example, discussing
the cyber world threats, or through daily work habits which are means of subtly influencing
people's opinions and attitudes towards digital security (Hendratni et al., 2024). In the
present-day scenario of global work cultures, the power of society often beats legal rules and
regulations as the employees tend more to mimic their co-workers. The performance of the
training for the personnel has a great impact depending on the methods used, the relevance
of the content, how often the training is done, and the involvement of the participants in actual
threat situations like phishing or incident response drills (Hendratni et al., 2022). Good
training not only increases understanding but also Jan elevates the good practices that are
slowly and surely integrated into the everyday work of the staff. On top of this, consistent and
well-structured training fosters a strong cybersecurity culture throughout the organization
(Laili & Apramilda, 2023). Hence, realizing the extent to which training affects the cyber
security practices of the employees is a necessary condition for the strategies to have the cyber
resilience of the banking and finance sectors strengthened.

According to the description provided in the previous text, the study will be directed
towards the impact of digital literacy, peer influence, and security training efficiency on the
cybersecure behavior of the banking and finance businesses. The research will be considered
a theoretical contribution to the literature already available about cybersecure behavior and
the social and digital aspects that affect it. Besides, it will also help greatly in shedding light
on the ways that digital literacy, social influence, and training effectiveness can together form
safe working habits in such high-risk industry environments. On the contrary, the research
will also give a great support to the institutions in terms of finance, by directing them to the
source of reference for their policies, training, and internal communication strategies, thus,
increasing the employee awareness concerning cybersecurity. Moreover, the study equips the
security managers, HR, and organizational leaders with the information they need to not only
come up with tech-based but also human behavior-oriented strategies, which, indeed, are the
key to the digital security of the institution.
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METHOD

In the present research, a quantitative explanatory approach was adopted, which is a
method that defines the causal link between digital literacy, peer influence, and security
training effectiveness as the primary factors determining the cybersecurity behavior of
workers in the banking and finance sectors. The population of the study included employees
from the banking and finance sectors such as central banks, micro finance companies,
technological innovations, digital financial services, and even those in technology support for
such entities. The sample method that was chosen was purposive sampling, and the eligible
participants had to satisfy the specific requirements laid down by the researchers. The
requirements were: (1) workers who have been at the organization for a minimum of one year;
(2) taking part in the digitized process such as internal banking system access, financial
application use, or being on technology-based platforms; (3) having been trained in
cybersecurity in the past 12 months; and (4) being knowledgeable about their company's
information security policies. Among the 150 respondents meeting the above-listed
preconditions, the present study considered them as the representative sample of the financial
industry's cybersecurity behavior. The survey adopted a 5-point Likert scale questionnaire,
with the lowest point for agreement being 1 (strongly disagree) and the highest point being 5
(strongly agree). The analysis was performed with the help of multiple linear regression. The
value of the coefficient of determination (R?) was calculated to ascertain the extent to which
the independent variables accounted for the variation in cybersecurity behavior that was
explainable.

RESULT AND DISCUSSION

The results of the F-test reveal that the regression model is significant at the same time
with an F-count value of 67.41 which surpassed the F-table of 3.05 at a 0.000 < 0.05 significance
level. This together with the large impact of digital literacy, peer influence, and security
training effectiveness on cybersecurity behavior. The coefficient of determination (R?) value
of 0.69 means that the three independent variables account for 69% of the variability in
employee cybersecurity behavior while the remaining 31% is subject to the influence of other
factors such as organizational culture, security policies, system quality, and psychological
factors of individuals. The partial t-test indicates that all independent variables possess a t-
count greater than t-table (1.97) and a significance value below 0.05, thereby confirming
positively and significantly the three, all the variables. This implies that digital literacy, peer
influence, and security training effectiveness are the primary factors affecting how people
behave in terms of security in the banking and financial sector.

The results of the research highlighted digital literacy as a key and positive predictor of
employee cybersecurity behavior in the banking and finance sector. This means that had the
worker been better acquainted with and skilled in using digital technology, he or she would
have chosen the right security measures. Digital literacy receives people to have wider sight
of the possible security threats, namely, phishing, counterfeit links, and viruses or
unauthorized programs that may have access to and eventually ruin the company data. The
skilled users are in a position to distinguish easily between true and false information, are
well aware of the security measures being in place, and do follow the digital security policy.
Besides, in the case of banks, digital literacy assists in the detection of coinage of unusual
transactions, proper management of passwords, usage of secure networks, and reporting of
cyber incidents. The academic results support the Digital Competence Framework theory
which asserts that digital literacy consists of the technology-related skills and also the mental
and behavioral aspects which are the most important area of digital security that determines
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the mortality rate of this aspect. The ongoing innovation and sophistication of financial
technologies will ultimately make the digital literacy skill an indispensable trait that
determines the employees' capability to combat the always changing and diverse kinds of
cyber threats.

The research pointed out that peer influence resulted in an increase and a significant
impact on the cybersecurity behavior. This means that the workplace interactions are also
contributing to the individual and their corresponding cybersecurity behavior skills.
Employees often follow the patterns of their colleagues and if the latter are viewed as getting
better training or having a good reputation for compliant digital security, they would do it
even more. If coworkers are always in the same routine, such as changing passwords, being
super careful when handling external files or reporting any unusual activities, these behaviors
might then be gradually acknowledged as the new rules that will be accepted by others. Peer
influence can also be noticed when there are casual talks about cyber threats, sharing of
security incidents and digital activities being warned about in an encouraging way. This study
supports the social influence theory which claims that social pressure, the need to belong, and
group norms are the main ways to control individual behavior. In the strictly regulated
banking sector, peer influence becomes the factor that collectively secures the maintenance of
cybersecurity. Thus, peer influence plays the role of a social instrument that not only fortifies
the digital resilience of the organization but also makes the behavior secure in all work-related
activities.

Security training implementation, according to the research findings, significantly and
positively affects cybersecurity conduct. Thus, security behavior will be practiced more and
more in the employees' daily work as the security training becomes more and more effective.
An absolutely effective cybersecurity training course is not only theoretical input but also
includes simulating cyberattacks, showing real cases, and letting the trainees practice how to
cope with digital threats. When the staff participating in the training become aware of the
risks, understand the security policy better, and are the ones who take both preventive and
reactive measures against cyber incidents, they will b the best trained people in that area. The
impact of training also depends on various factors such as the frequency, quality of
instructors, relevance of the content, and the organization's capability to provide a continuous
learning process. This research finding also supports the Human Firewall Theory, which
states that the employees trained can be the first line of defense in the digital security of an
organization. Thus, the security training done right not only reinforces the cybersecurity
behavior but also strengthens the whole organization's digital resilience.

CONCLUSION

The study's results show that the digital literacy of employees, the effect of their
colleagues, and the security training all together have a very strong and significant connection
with the cyber behavior of people working in the financial and banking sectors. Besides,
security training is important in giving the employees awareness, skills, and readiness to meet
the challenges posed by the constantly changing cyber threats. In short, these three factors are
the major ones that contribute to the development of a strong cybersecurity culture; an aspect
that is very much needed for the survival of the banking and finance industry, which is
characterized by high digital risk and sensitive data. This study thus supports the continuous
banking and finance industry's digital literacy initiatives through regular training, flexible
learning modules, and disseminating information about the latest security trends. Social and
cultural managers should make full use of the positive peer influence by adopting policies for
mutual reminders, internal security teams, and the appointment of digital security role
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models in each department of the company. Moreover, the classic methods of training might
not be sufficient to maintain the participants' interest, therefore the training program should
include interactive elements such as attack simulations, case studies, phishing simulation, and
assessments so that the intended change in behavior is permanent.
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